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CULTIVATION OF GLOBAL 
NORMS AS PART OF A 

CYBERSECURITY STRATEGY

R O G E R  H U R W I T Z

States are facing a growing crisis of cybersecurity. With many state 
and non-state actors now having significant cyber attack capabilities, 
states need strategies that will protect their societies, economies, mili-
tary, and governments from such disruptive or destructive attacks. !e 
challenge is greatest for the technologically advanced countries, like 
the United States, whose power and welfare most heavily depend on 
computationally managed processes and global networks. !eir strat-
egies will accordingly need multi-faceted scope and global reach. !is 
chapter argues that an important part of such strategies is the devel-
opment of international cyber norms, or shared expectations among 
states regarding their behavior and responsibilities in cyberspace.
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States’ acceptance of a norm can constrain and regulate their 
behavior in specific situations, and, to the extent that other states are 
l ikely to sanction a state’s v iolation of the norm, the constraint wil l 
be greater. States wil l adopt some cyber norms and wil l ingly accept 
the associated constraints, because they have a common interest in 
sustaining and developing cyberspace. Many states have acknowl-
edged the contributions of the Internet to their economic and socia l 
development, and they are a lready accustomed to fol lowing mutu-
a l ly beneficia l ru les at the cyber operational level, most prominently, 
the network protocols. However, not a l l cyber behaviors wil l soon 
fa l l subject to broadly accepted norms. First, some states wil l l ikely 
reject proscriptions of certain behaviors by means of which they pur-
sue in cyberspace larger competit ion with other states (e.g., China’s 
use of cyber espionage as part of a “catch-up” strategy in information 
and communication technology [ICT] undermines the US’s va lued 
technologica l advantage in that sector). !ere wil l a lso be contention 
over the formulation and extent of some norms, in part for symbolic 
reasons, but a lso because particular wording can confer materia l or 
pol it ica l advantage to a contending party. For example, a norm that 
a state’s control of its national cyberspace is a matter of national sov-
ereignty that can trump, as needed, its cit izens’ r ights to informa-
tion would support China in struggles with the West over Internet 
freedom. Fina l ly, a state may choose to selectively fol low an accepted 
norm, but other states wil l be reluctant to sanction its v iolat ions for 
fear of additional conflict.

Given these exceptions, the time taken for the adoption of norms, 
and the efforts needed to assure compliance, whatever normative reg-
ulation might be achieved seems insufficient to meet the cyber threats. 
Defense strategy for a technologically advanced state will also need a 
“reasonable deterrent” capability and “technological transformation.” 
“Reasonable deterrence” includes capabilities for near-real-time, rea-
sonably confident attribution of an attack and for in-domain or cross-
domain retaliatory capability sufficient to give an adversary pause. 
“Technological transformation” seeks to reduce the vulnerability of a 
state’s digital networks, so that efforts to exploit them for cybercrime 
and espionage or to attack them will either fail outright or become 
too costly to mount. Together the three strategic components com-
prise a vulnerability-driven, defense-oriented cybersecurity strategy. 
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However,  effor ts to establ ish some cyber norms can st i l l  pay off ,  even 
i f  other countr ies choose a more aggressive st rateg y, such as a pre-
emptor y one that ident ifies and suppresses threat actors.  I f  there a re 
regu lator y norms, it  w i l l  be easier to ident i f y such agents and organize 
col lect ive act ions aga inst them.

Considerat ion of internat iona l cyber norms as par t of a t r iad res-
onates w ith the US 2011 “ Internat iona l St rateg y for Cyberspace,”1 
which ca l led for the same t r iad. !at document notes the dec la red 
interest of a lmost a l l  states in preser v ing the openness and interoper-
abi l it y of the Internet ,  asser ts the impor tance of norms in enhancing 
stabi l it y,  and specifies cyber norms, which the United States w i l l  pro-
mote for adopt ion. However,  it  neither ident ifies the a reas for which 
states wou ld most readi ly accept norms nor judges how much their 
acceptance would stabi l ize cyberspace by increasing predictabi l it y 
and prevent ing misunderstandings.  ! is  chapter t r ies to supply the 
answers and some concepts for the ut i l it y of cyber norms. Accordingly,  
the first sect ion d iscusses the condit ions that led major cyber powers 
to issue a joint ca l l  for d iscussions of norms and the responses to the 
ca l l .  !e second sect ion examines these powers ’  ver y d ifferent v iews 
of what needs to be subject to norms or regu lat ions.  !e third sec-
t ion d ist inguishes d ifferent a reas for norms and ident ifies those for 
which d iscussions a re most l ikely to produce w idely accepted norms. 
Viewing these resu lts ,  the last sect ion eva luates thei r potent ia l  contr i-
but ions to stabi l it y in cyberspace.

A Ca l l  to Discuss Cyber Nor ms
Since ea rly 2010, many governments,  inc luding those of the United 
States ,  China, and Russia ,  have signa led a w i l l ingness to d iscuss 
internat iona l norms for cyberspace.  A significant breakthrough 
occurred in Januar y 2010, when the “UN group of governmenta l 
exper ts on informat ion secur it y ” dra f ted a recommendat ion, subse-
quent ly approved by the Genera l  Assembly,  that states “d iscuss norms 
per ta ining to State use of ICTs, to reduce col lect ive r isk and pro-
tect cr it ica l  nat iona l and internat iona l inf rast ructure.”2 In work ing on 
this ca l l ,  both the United States and Russia changed their respect ive 
decade-old posit ions:  the United States had wanted to rest r ic t  such 
d iscussions to cooperat ion on cybercr ime; Russia had a imed for ta lks 
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regarding the control of offensive uses of cyber. !ese changes most 
l ikely responded to spikes in the number and severit y of cyber attacks, 
continuing doubts about cyber deterrence, recognition of a common 
interest in reducing the threats, and rea l ization of the need for inter-
national cooperation to combat the cr iminal misuse of information 
technology, create a global culture of cybersecurit y, and promote 
other essentia l measures that can reduce r isk.

According to the ca l l , no state is able to address these [cyber] threats 
a lone. Confronting the cha l lenges of the twenty-first century depends 
on successfu l cooperat ion among l ike-minded partners. Col laborat ion 
among states, and between states, the pr ivate sector, and civ i l societ y, is 
important and measures to improve information securit y require broad 
international cooperation to be effective.3

!e group of experts expressed concern that the lack of “shared 
understanding regarding international norms pertaining to state use 
of ICTs” risked misperceptions and “could affect crisis management 
in the event of major incidents” (i.e., provoke escalation). On this 
euphemistically expressed view, shared norms are instrumental: they 
help solve planning and coordination problems by standardizing the 
meaning of an action, so both the agent and target of an action know 
how it will be interpreted and the likely response to it.4 Put another 
way, norms reduce the variability, and hence increase the predictabil-
ity, of the human contexts in which action is taken. Agreements on 
particular norms, however arbitrary, may therefore be in every agent’s 
individual interests and reachable, especially if dire consequences are 
predictable absent the norms.

!is notion is conceptually distinct from one that grounds norms 
on “doing the right thing” and judges the validity of a norm, as Kant 
does, according to its universality. It is also distinct from an idea, 
based on Rawls, of norm as a course of action or principle everyone 
would follow (or not reject) if ignorant of one’s specific circumstances 
when one chooses an action. !ese last two notions are closer to our 
commonsense ideas of morality. Contrary to realist theories of inter-
national relations, they seem relevant to the United States’ and other 
liberal democracies’ policies on human rights and some of their think-
ing on cyber norms. !us the “International Strategy for Cyberspace” 
asserts that one basis of cyberspace norms is the principle that states 
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must respect fundamenta l f reedoms of expression and associat ion, 
on l ine as wel l  as off .  !e problem here is  that the Amer ican and other 
governments that inc lude Internet f reedoms on their l ists of cyber 
norms do not recognize they a re juggl ing t wo or more concepts of 
norms. As a consequence, they do not have a basis for pr ior it iz ing the 
norms they would l ike adopted. W hi le the “ Internat iona l Strateg y” 
does acknowledge that some norms it  proposes w i l l  be accepted only 
by the “ l ike minded,” it  cannot ident i f y the conceptua l impediments 
to w ider acceptance of these norms, much less how to address them. 
To be sure,  the Russian and Chinese v iews that cyber norms be based 
on an inv iolate pr inciple of nat iona l sovereignt y a re no greater help in 
pr ior it iz ing norms for d iscussion and possible adopt ion.

National Positions for International Cyber Norms
Unsurprisingly, opportunities have been missed for moving on to sub-
stantive discussions. For example, the British government sponsored 
a conference in late 2011 with the announced purpose of laying out 
“cyber rules of the road.”5 It showcased strong speeches on Internet 
Freedom, a riposte to an earlier Russian draft for a cyber convention 
that would have countries cooperate in suppressing online material 
that any country deemed a threat to its political stability. According 
to some apologists, the point was to split non-aligned nations from 
Russia and China. Yet the conference was ill-prepared by the British 
Foreign Office to deal with technical and institutional issues.6 Such 
occasions suggest that the adoption of specific cyber norms will be 
hard won, and any set of widely accepted norms will be fairly limited 
in scope. As noted, the US cybersecurity strategy paper acknowledges 
that scenario: it anticipates that some cyber norms, favored by the 
United States, will be observed only among coalitions of the “like 
minded” (i.e., North Atlantic Treaty Organization [NATO] and 
some Pacific Rim allies). Since the United States is, of course, a par-
ticipant to norms discussions, this view implies, at this time, that it 
will not consider compromise on some of its proposed norms in favor 
of more widely acceptable ones. It is not alone in this respect.

Broadly speaking, Chinese and Russian policymakers seek to 
extend the principle of national sovereignty to cyberspace by estab-
lishing a norm of the state being the final arbiter of matters relating to 
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cyberspace in their terr itory.7 !eir l ikely motives are, first, to control 
the ideational space that cyber networks afford their populations, and, 
second, to prevent inquiry into their governments’ or state proxies’ 
uses of cyber for mil itary campaigns, pol it ica l espionage, industr ia l 
espionage, and crime. Russia, China, other members of the Shanghai 
Coordinating Organization, and other authoritar ian governments 
consider the Internet a vector for dissident pol it ica l information and 
organizing—one not easi ly suppressed, but easi ly exploited by external 
r iva ls, in particular the United States. !us, when cyber-fueled pro-
tests occurred in Russia winter 2011–2012, their target, Premier and 
presidentia l candidate V ladimir Putin branded them the work of “ for-
eign enemies,”8 conveniently ignoring the grounds for the protests. On 
this view, outsiders in enabling dissent within a country do not con-
tribute to its public debate; they are conducting “information warfare” 
to weaken regimes to the point of greater accommodation with them 
or even collapse. On that view, already in 2008, Russia, China, and 
other members of the Shanghai Coordination Organization (SCO) 
agreed to outlaw supporting or hosting the dissemination of socially 
disruptive information. In September 2011, in seeming response to 
foreign governments’ and Diasporas’ support for cyber activism in the 
Arab world, Russia proposed that countries log the online activities of 
their residents suspected of such disseminations, in order to facilitate 
the identification and suppression of such residents upon complaint 
of a target country. In practice, however, Russian governments have 
tolerated considerable online political discourse and protests, despite 
Chechen insurgents having used the Internet for publicity, recruit-
ment, and coordination in their violent struggle against Russia. !is 
relative openness might have several causes: the much greater empha-
sis placed by the governments on control of radio and television, strat-
egies of government messaging competing with other online messages 
for trust, and lack of preparation for the sharp increase in broadband 
users over the past half decade.

China, on the other hand, has assiduously sought to control the 
online ideational spaces of its citizens by blocking access to many for-
eign sites, filtering queries, suppressing blogs, imprisoning bloggers, 
and taking other censorship measures. !ese are implemented both 
algorithmically and by hand to keep out material
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endanger ing state secur it y,  d iv u lg ing state secrets ,  subver t ing state 
power, and jeopard iz ing nat iona l unificat ion; damaging state honor and 
interests;  inst igat ing ethnic hat red or d iscr iminat ion and jeopard iz ing 
ethnic unit y ;  jeopard iz ing state rel ig ious pol icy,  propagat ing heret ica l  
or superst it ious ideas;  spread ing rumors ,  d isrupt ing soc ia l  order and 
stabi l it y ;  d isseminat ing obscenit y,  pornography, gambl ing, v iolence, 
bruta l it y,  and ter ror or abet t ing cr ime; humi l iat ing or s lander ing oth-
ers ,  t respassing on the lawfu l r ights and interests of others;  and other 
contents forbidden by laws and administ rat ive regu lat ions.9

China’s effor ts and simi la r ones elsewhere, as in Iran or Bela rus,  
where c it izens’  access to foreign sites was recent ly cr imina l ized, have 
sparked fears of cyberspace f ragmentat ion and “ Internet(s) in one 
country.”10 !ese practices represent an extreme in measures that a 
growing number of states—some liberal democracies among them—
are taking to regulate their citizens in cyberspace. !e milder mea-
sures can include banning online anonymity, prohibiting certain 
content, like child pornography, and requiring authorization of state 
security services to search users’ data. While these steps can be justi-
fied as needed to prevent cybercrime, they imply that users’ cyberspace 
is an extension of national territory and ultimately subject to a state’s 
claim of sovereignty. It is interesting to note in this respect, an echo 
of the principle of “national sovereignty,” as introduced in the Treaty 
of Westphalia (1648)—the “charter” of our current international sys-
tem—to bar interventions by states to change the status of a religion 
in another state: cuius regio, eius religio (He who rules determines the 
religion of his realm).

In contrast, the United States and its NATO allies tend in their 
pronouncements to view cyberspace as a central institution for a global 
economy, a means for worldwide scientific and cultural exchange, a 
commons for political debate and development, and a social medium. 
Given this variety of its functions, there follows a multi-stakeholder 
model for cyberspace’s control and defense, with states being one type 
of stakeholder, along with non-governmental organizations, service 
providers, ICT companies, critical infrastructure entities, corpo-
rate users, and individual users. Because cyberspace, particularly the 
Internet, is prey to attacks and exploits by criminals, terrorists, and 
even states, states, by virtue of their authority and capabilities, have 
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primary responsibi l it y to provide the needed securit y, without harm-
ing the interests of other stakeholders. Norms and treaties (e.g., the 
Budapest Convention on Cybercrime) are instruments for fu lfil l ing 
such responsibi l it y, as are the nurturing of a cybersecurit y culture 
and capabi l it ies around the globe.11 !is view of the Internet ignores 
the demographic and technological changes that are remaking cyber-
space and expectations for it: the change from hundreds of millions 
of users concentrated in North America and Europe connected to the 
Internet through computers to billions of users, with the bulk in south 
and east Asia, connected through mobile devices, and the rise of an 
Internet of things. As a result, practices that might have once seemed 
in the interests of all are now controversial and contested.12 As already 
noted, many regimes view the American opposition to online censor-
ship and its provision of circumvention software as an effort to under-
mine them.13 Similarly, the position that technologists be left free of 
political interference to decide cyber design issues is seen as a ploy to 
perpetuate US technological domination of cyberspace.

!ese differences are exacerbated by disagreements over the aus-
pices for promulgation and monitoring of cyber norms as well as the 
administration of the Internet. American policymakers insist on the 
development of cyber architectures and protocols by independent 
groups, like the Internet Engineering Task Force (IETF), because 
that arrangement will keep the basic technologies of cyberspace free 
of political interference. China and many developing countries, how-
ever, consider such groups, as well as the Internet Corporation for 
Assigned Names and Numbers (ICANN) which administers the 
system of online identifiers, as vehicles for the US’s continuing tech-
nological domination of the Internet. !ey contend that the shift 
in Internet demographics should give them a greater voice in run-
ning the Internet and consequently want either the International 
Telecommunications Union (ITU) or a new UN agency to become 
the key governing institution. !e United States believes that China 
and other authoritarian states would dominate such an arrangement; 
they would use it to promote architectures that facilitate their control 
of domestic information flows and signal intelligence against adver-
saries. In short, the question of governance crystallizes the distrust 
among states regarding their respective exploitations of the Internet 
and many behaviors in cyberspace.14
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Distrust and differences in concepts, interests, and experiences 
also separate the cyber powers with regard to the military uses of 
cyberspace, despite their desires to avoid escalatory conflicts and 
their agreement in principles. Almost all powers have signaled that 
they will consider cyber attacks at some level as rising to the level of 
“armed attack,” and reserve the right to respond to it by all means, 
including the use of force, though none have indicated what that level 
might be or are likely to do so. With the possible exception of China, 
the major cyber powers also believe the law of armed conflict (LOAC) 
should apply to cyber attacks within the context of war: use of force 
limited to accomplishing military objectives, distinction between 
military and civilian targets, prohibition on excessive use of force, and 
efforts to minimize ancillary casualties.15 !ere have been some bilat-
eral discussions at the government advisory group level (Track 1.5 and 
Track 2 diplomacy) on how these constraints might apply to concrete 
situations of cyber conflict.16 However, as discussed below, the lack 
of experience and public information on the effects of possible cyber 
attacks or of physical attacks on cyber infrastructures (e.g., underwa-
ter cables) will impede progress toward a broader understanding and 
agreements as to how LOAC should apply to cyberspace.

Doctrinally, Russia and China regard cyber attacks as part of infor-
mation warfare that accompanies kinetic military activity and aims to 
undermine the adversary’s capabilities for fighting, by disrupting its 
military organization and demoralizing its population. China places 
particular value on using cyber weapons to distract an enemy and to 
neutralize any advantages it has from technological superiority and 
intensely computerized C4ISR.17 Russia has experience with but not 
necessarily enthusiasm for information warfare: during a bitter politi-
cal struggle with Estonia in 2007, and its brief 2008 war with Georgia, 
the adversary states suffered distributed denial-of-service (DDoS) 
attacks on their telecommunications infrastructure, with consequent 
discomfort and even panic in their populations. !e extent of Russian 
military involvement in these attacks, however, is not clear, since they 
were conducted by Russian hactivists and botnets were controlled by 
criminal gangs based in Russia.18 China has not directly or indirectly 
engaged in information warfare, but it has conducted military, politi-
cal, and industrial espionage, with the United States as prime target, 
so broadly that some US officials have described these activities as 
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“economic warfare.”19 Some officials also fear that China may have 
planted malware or “logic bombs” inside American critical infrastruc-
ture and military networks to be activated in case of conflict.

!e United States has been more aggressive than either of these 
countries in integrating cyber in its war-fighting capabilities and, 
probably for that reason, demonstrated less appetite for “arms con-
trol”–type talks. In the 1990s and early 2000s, the American military 
developed a notion of net-centric warfare—the intense networking of 
geographically dispersed forces for more effective collaboration that has 
been partly realized through construction of the Global Information 
Grid. A 2007 experiment at the Idaho National Laboratory suggested 
the US government’s interest in new types of cyber attacks, as well 
as defending US critical infrastructure from them. !is experiment, 
which some observers consider a precursor to Stuxnet, demonstrated 
that remote penetration and corrupt instructions to an electrical gen-
erator control system could bring the generator to self-destroy. !e 
US Cyber Command—a dedicated military unit, stood up in 2010—
presumably has acquired the capability of launching such attacks or 
equally damaging ones. Its commanding officer and spokespersons 
have recently noted that the command’s primary mission is to integrate 
defensive and offensive cyber options in the military’s six combatant 
commands.20 !e pattern of development and their remarks suggest 
that the primary focus of the offensive capabilities would be on thor-
oughly dismantling an adversary’s military and military support net-
works rather than panicking its population.

Given the differences across states regarding the appropriate norms 
for facets of behavior in cyberspace, many states will find something 
objectionable in any comprehensive proposal and will likely reject it 
in toto. !is proved the case with the proposal for an international 
code of conduct for information security submitted to the UN by 
China, Russia, Tajikistan, and Uzbekistan, and the previously men-
tioned Russian draft for a convention on information security pre-
sented at Ekaterinburg.21 Each has provisions that all countries can 
accept (e.g., assisting countries in developing cybersecurity policies, 
calling for mediation in cyber conflicts). !e liberal democracies dis-
missed them, however, because the first proposal embraced a very 
state-centric model for Internet governance, as opposed to a multi-
stakeholder one, and the second called on states to curb the serving 
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from their terr itor ies information that another state declares to under-
mine its securit y. !ese pol it ica l interact ions deepened the div isions 
of states into severa l contending camps or information orders, one 
grouped around the United States and its European and Pacific a l l ies, 
another consist ing of SCO members, and a third composed of “non-
a l igned ” nations. !e last group, as represented by India, Brazi l , and 
South Africa, wants to give states, especia l ly developing ones, a larger 
voice in pol icies and governance for the Internet perhaps through a 
UN-based agency to replace ICANN. However, it does not support 
the Russian and Chinese posit ion on issues of information r ights and 
censorship.22

Norms for Specific Cyber Behaviors
An obvious lesson of the interactions is that states should avoid pre-
senting grand plans for international cybersecurity. Instead they 
should seek to develop norms in areas where their current prac-
tices have been mutually acceptable or where they have expressed 
strong interests for cooperation. !e remainder of this paper con-
cerns specifying norms that might satisfy these criteria. !is discus-
sion is informed by a workshop, in October 2011, on international 
cyber norms, organized by the present writer and Joseph Nye, as co-
chairs, with a thirteen-person committee. !e American and allied 
government officials, academicians, think tankers, and practitioners 
who attended the workshop discussed potential norms in six prin-
cipal issue areas: (1) military operations; (2) political, military, and 
economic espionage; (3) cybercrime; (4) development of underlying 
technologies and supply chain management; (5) public-private part-
nerships; and (6) global information society and Internet freedom.23 
Table  14.1 presents the norms that attracted the most interest, but 
the table should not be viewed as a consensus, since any consensus 
finding process was deliberately avoided.24 Because discussions were 
under the Chatham House rule, individuals cannot be credited now 
for proposals and comments that might be repeated here in part or in 
whole, but all the participants deserve credit for any value found in 
this report. Any errors are entirely those of this writer.

!e tabled norms tend to reflect a Western vision of how cyber-
space should be constructed, since workshop participants came only 
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from the United States and its a l l ies. Yet the decomposit ion of cyber-
space into issue areas enabled participants to eva luate the r ipeness of 
facets of cyber behavior for formalization and the readiness of govern-
ments to accept the formulas as norms. Where possible, the proposed 
norms are dist inguished as to whether they art iculate principles for 
cyberspace, including norms for dea l ing with states of exception, l ike 
conflicts, or recommend best practices and operating rules.

Military Operations
Existing international laws specify neither the types of cyber opera-
tions that a targeted country could legitimately consider grounds for 
war (ius ad bellum) nor the constraints on cyber operations a country 
needs to observe in war (ius in bello). Governments have avoided speci-
fying redlines whose crossings would provoke their retaliation, includ-
ing armed response, for fear that would effectively license adversaries 
to mount less injurious operations. !is reluctance is understandable 
and consistent with deterrence theory, which argues that leaving an 
adversary to guess whether an attack might provoke retaliation may 
be enough to deter the attack. However, this leaves the international 
community without shared expectations as to the limits of peacetime 
cyber behaviors, on one hand, and responses from countries subject to 
attacks, on the other. !e uncertainty is compounded by the abilities 
of non-state actors to mount serious cyber attacks on one state from 
the territory of other states, and by the absence of norms that hold 
states responsible for preventing such attacks.

!e short history of international cyber conflict provides few land-
marks for this uncharted area. !e 2007 DDoS attack on Estonia did 
not provoke retaliation from Estonia’s NATO allies, although accord-
ing to some reports Estonia did ask for some response under Article 
5, the collective security provision, of the NATO treaty. With that 
attack in mind, an advisory group, headed by former US Secretary of 
State Madeleine Albright, recommended in 2010 that NATO’s new 
strategic doctrine specify that transborder cyber attacks on a mem-
ber state would ordinarily trigger consultations (Article 4) and cer-
tain attacks might even warrant a response under Article 5.25 NATO, 
however, passed on this recommendation, preferring a policy of decid-
ing the appropriate response on a case-by-case basis. Similarly, the 
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DDoS attacks on American government sites apparently did not war-
rant reta l iation, even had the government been able to attribute them 
to a state actor with a reasonable confidence. (Although the North 
Korean military or security service was suspected to have launched 
the attacks, they were original ly control led from South Korea, then 
from US and European sites, with l itt le evidence of a North Korean 
l ink.) !e Stuxnet attack, which damaged rather than just disrupted 
Iranian faci l it ies, generated no timely overt response from Iran, not 
even a complaint against unknown, presumably state, actors for 
endangering international security. Iran’s leaders, of course, had their 
reasons for not responding: any complaint would draw more scrutiny 
to their nuclear program targeted by the attack and reveal more vul-
nerabil ity of their faci l it ies. Other governments were a lso si lent, some 
perhaps having been complicit in the attack, and many, no doubt, 
applauding this sabotage of the Iranian nuclear program.

!e lack of forceful responses by the victims in these episodes may 
indicate a common uncertainty about the gravity of cyber attacks and 
a reluctance to extend, possibly escalate, a conflict over them. States 
might not be bluffing when they declare a right to respond to cyber 
attacks by any means, but in practice they seem either to have no 
clear redlines or, if they do, no attacks, so far, have crossed them. 
Scholars of international law and other observers have addressed this 
void with greater certitude, with at least one characterizing the dis-
ruption of critica l infrastructure in Estonia as rising to the level of 
“armed attack.”26 Others set the bar higher, at Stuxnet-like attacks 
with the potential to destroy infrastructure like nuclear reactors and 
produce lethal results. In their opinion, these now apparent possibili-
ties should prompt states to agree to prohibit certain types of attacks 
and to provide remedies for them, such as the right of a state under 
cyber attack to assistance from other states.27

!is recommendation is not far fetched, especially if, absent gen-
erally accepted redlines, national security officials evaluate cyber 
attacks on a case-by-case basis and weigh responses to them with the 
traditional criteria for evaluating kinetic attacks, viz., scope, dura-
tion, and lethality. Applied to cyberspace, these criteria would distin-
guish between disruptive and damaging attacks and restrain military 
responses to the disruptive ones. Talks that affirmed the applicability 
of these criteria could get broad support from states and reduce the 
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threat of esca lation from relatively minor disruptive attacks. Adoption 
of these cr iter ia would not rule out the use of force in response to dam-
aging attacks, but the ta lks could help create a bias against it by advo-
cating severa l norms, with potentia l for widespread acceptance, that 
would mitigate the damage and help identif y parties responsible for 
the attacks. !ese include an e-SOS or “duty to assist ” that requires 
states to offer help to a state whose cyber-based infrastructures were 
damaged, a related duty of states to inform others of malware threats 
they have discovered, cooperation in forensics, and a commitment to 
seek mediation for cyber-related conflicts.

As noted above, cyber powers, with the exception of China, agree 
that LOAC should apply to cyber conflicts. However, developing 
rules of engagement based on its principles of proportional it y of 
response, avoidance of civ i l ian targets, and minimization of anci l-
lary casua lt ies may prove difficult. !ere is l it t le experience of cyber 
attacks in war-l ike contexts and insufficient knowledge of their conse-
quences. While, according to the c l iché, the damage done by a bomb 
of a particular size is wel l known, that for a cyber attack on a mil itary 
network or cr it ica l infrastructure is not. It can depend as much on the 
configuration of the target ’s networks as on the intended scope of the 
attack. Moreover, cyberspace does not easi ly afford the dist inctions 
upon which rules of engagement for “meat space” rely, v iz., mil itary 
vs. civ i l ian, at tack vs. espionage, state vs. non-state agents, intentional 
vs. accidenta l. For example, the US mil itary uses civ i l ian networks in 
over 90% of its communications, and the figures are probably similar 
for other mil itar ies. Although international dia logue has begun about 
measures that might sharpen the dist inctions (e.g., digita l equiva lents 
of insignia, on packets to indicate their mil itary or humanitarian con-
tent), many points need to be addressed.28 Also for such dialogue to 
reach results that are applicable to future cyber conflicts, states will 
need to disclose some of their cyber offensive capabilities and plans 
for using them.

Two other military-related issues can concern strategies that seek 
to stabilize cyberspace by promoting appropriate norms: the respon-
sibility of states for attacks originating in their territories, perpetrated 
by non-state actors, and the involvement of the nation’s military in the 
protection of domestic critical infrastructure. Acceptance of a norm 
that held states responsible for such attacks would be consistent with 
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current internationa l law for k inetic at tacks, with UN efforts to foster 
a worldwide culture of cybersecurit y and with efforts to curta i l cer ta in 
states’ use of proxies. However, there might be difficult y in reaching 
agreement on the appropriate norm because of the various current 
suggest ions as to what cyber at tacks r ise to a hosti le act or armed 
attack. Some commentators who consider the 2007 DDoS attack on 
Estonia an armed attack emphasize the menta l anguish Estonians 
suffered because of disrupted onl ine ser v ices. Since authoritar ian gov-
ernments consider dissident pol it ica l speech to disturb their countr ies’ 
socia l stabi l it y, they could plausibly argue that under this definit ion, 
other states that a l lowed dissidents to communicate from their terr ito-
r ies could be blamed for permitt ing “hosti le acts” or “armed attacks.” 
Hence, it might be sensible for the United States and its a l l ies to sup-
port a dist inction between disruption and damage before proposing a 
norm of a state’s responsibi l it y for cyber at tacks originating from its 
territory.

!e United States and many of its allies are currently deliberating 
about the role that their respective militaries should play in defending 
from cyber attacks critical infrastructures, which serves their civilian 
populations. Some officials believe the militaries should take a lead 
role or a co-equal one with any civilian agency, because the militaries 
are better resourced and, noted above, depend on the infrastructures. 
Others are uneasy with the idea because of its implications for the 
civil-military relationship in their states. Traditionally the militaries 
have been outward directed, with police and other security agencies 
responsible for internal protection. Also, giving the military a lead 
role in responding to an attack on the infrastructure could bias the 
conflict process toward retaliation and escalation, rather than resil-
ience and recovery, because it introduces an offensive option. !e cur-
rent consensus in the United States and among its NATO allies is that 
the militaries should share in protecting the civilian networks, but let 
civilian agencies take the lead. However, the allocation of roles will 
likely be made country by country, as a matter of internal politics, so 
it is probably pointless to seek a global standard or best practice for the 
institutional arrangements.
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Military, Political, and Economic Espionage
!e use of cyber technology for espionage raises questions about the 
current norms that permit espionage under international law but allow 
its prosecution under domestic law. !is is because:

•	 !e technology allows the theft of secrets and intellectual 
property on an unprecedented scale.

•	 !e spying at this scale is done remotely (electronically or dig-
itally), leaving the victim with little in-domain recourse other 
than “naming and shaming” the perpetrator (i.e., no impris-
onment or expulsion of captured spies).

•	 Cyber systems used in espionage and other intelligence, sur-
veillance, and reconnaissance can blur the line between exploit 
and attack, causing damage and disruption as well as loss.

Given the traditional understanding of political and military espio-
nage as needed for national security planning and preparation, pro-
posals for their restriction would seem to have little chance of gaining 
traction. Nevertheless, because the scale of the cyber espionage may 
provoke aggressive responses from its victims, which in turn would 
destabilize the international system, some informal, unpublicized 
understandings might be reached on a bilateral basis as to an accepted 
level of espionage. In any case, the United States and many of its allies 
will insist that industrial espionage by state actors is condemned by 
international law, since it is not motivated by a national security con-
cern or part of anticipatory self-defense. !e question is whether this 
espionage should be considered “economic warfare,” which threatens 
international security, or more an unfair trade practice, which can be 
redressed by economic penalties. !e latter view has the advantage 
of leading to the decomposition of the charges of espionage to indi-
vidual cases or types of cases, with some dissipation of the grievance. 
!at consequence can be important, since almost all the industrial 
espionage has been attributed to China and its principal victim, the 
United States, has progressed from annoyance to extreme irritation 
with China over its practice.

Can the United States and like-minded states effectively promote 
and sufficiently enforce a norm banning industrial spying, so that 
it might eventually be widely accepted and followed? One model 
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proposed for such an effort is the “proliferation security initiative” 
(PSI) in nations that through bilateral and multilateral agreements 
have committed not to traffic in weapons of mass destruction and 
to act to interdict shipments of such materials. Adherence to the 
PSI grew from a core of eleven nations to nearly one hundred in less 
than a decade, despite controversy over the legality of interdiction 
on the high seas and opposition from China and many non-aligned 
nations, including India and Indonesia. For a comparable initia-
tive on industrial espionage, the United States and other interested 
countries would need laws enabling them to try in their own courts 
foreign nationals and companies for economic espionage originating 
outside their national boundaries. Prosecution of the same suspects 
by a number of states might both end the suspects’ espionage and 
force the World Trade Organization (WTO) to develop specific rules 
and remediation for industrial espionage that states could enact (e.g., 
damage awards against offending companies, tariffs against exist-
ing states). One major obstacle for this scenario is, in contrast to the 
PSI, which spoke to the fears of many nations over weapons of mass 
destruction, only the United States and a few other states with major 
intellectual property stores are victimized by the industrial espio-
nage. Consequently, gaining broader support would depend less on 
exemplary cases against the espionage but more on the expenditure 
of diplomatic and political capital—similar to the expenditures by 
advanced countries to get less developed ones to support their propos-
als for global copyright and patent protection—in changing domestic 
laws, assessing the extent of damages, and providing evidence for the 
charges in domestic courts and international forums. Moreover, the 
prosecutions of alleged spies, even under new enabling legislation, 
might prove difficult: many companies will shy at explicitly identify-
ing what properties were stolen, while intelligence agencies may be 
reluctant to provide the evidence they have for fear of disclosing their 
sources or their own espionage activities. Galvanizing the interna-
tional community against industrial espionage should be a goal for its 
victims, but without a compelling model for doing so, it should not 
be a high-priority goal. Perhaps more can be accomplished in serious 
bilateral talks between the respective victims and the chief culprit.

!e daily reports of successful penetrations of cybersecurity by 
unknown hackers indicates that enhanced cybersecurity awareness 
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and hygiene, as called for in the UN resolution noted above, will 
do little to halt cyber espionage of any type. Because the incum-
bent cyber technologies are vulnerable, states and non-state actors 
will find ways to get to the targets of their choice. !e value to 
their take, however, could be reduced by adherence to a norm at the 
operational level of end-to-end encryption or, failing that, encryp-
tion enablement of computers and servers that host politically or 
economically sensitive data. Enabling these practices should be one 
goal of international cooperation for capacity building in less devel-
oped countries.

An issue related to espionage is the surveillance (and censorship) 
by governments of their own citizens’ online activities, often accom-
plished in less developed countries with technologies acquired from 
developed ones. For states that are committed to a global human rights 
agenda, such surveillance threatens the citizens’ rights for informa-
tion, expression, and political association. One response has been 
proposals of norms among like-minded states that would impose or 
broaden existing export controls on the technologies. Such an initia-
tive can prove effective quickly, because the technology suppliers are 
mainly in a small number of liberal democracies, where public opin-
ion in support of such controls can be grown. In some cases, public 
reports that a company has supplied an obnoxious regime with such 
technology has already caused the company to claim it has or will stop 
the supply. At the operational level, however, there needs to be some 
distinction between “lawful” and “unlawful” use of the technologies 
so that vendors will cooperate in enforcing the norms, rather than fear 
significant loss of sales.

Cybercrime
Strategies that promote international cooperation to combat cyber-
crime are vital for the stabilization and positive development of cyber-
space. !is is because cybercrime organizations breed new attack 
techniques, which can then be acquired by states, and the capabilities 
of these organizations, when augmented with outsourced specialized 
skills, can exceed those of almost any state acting alone. Yet a strategy 
that would focus on international cooperation for the apprehension 
and prosecution of cyber criminals now faces the choice of promoting 
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the expansion of the Budapest Convent ion on Cybercr ime or advocat-
ing a new treat y. !e United States and other suppor ters of the con-
vent ion argue that it  sets a standard for internat iona l cooperat ion in 
invest igat ing and prosecut ing cybercr ime, not withstanding its hav ing 
acquired only thir t y-one signator ies over a decade. Crit ics fau lt the 
convent ion for being regiona l in character,  deficient in prov isions for 
handl ing data, and outdated by the new t ypes of cybercr ime, which 
have accompanied the exponent ia l growth of Internet use, prol i fera-
t ion of mobi le dev ices, and the emergence of an Internet of things 
(devices).29 !ey also note that many states in the East and South will 
not join the convention because of its North Atlantic origins.

However, a strategy that campaigns for either the old treaty or a 
new one might not be cost effective in reducing crime. !ere will be 
costs in trying to overcome the resistance that many states will have 
to joining. !ere are a variety of reasons for this resistance. Russia and 
some other states will not easily end policies of giving safe harbor to 
cyber criminals in return for their intelligence gathering and plausibly 
deniable offensive cyber operations (e.g., DDoS). Some states will be 
concerned about limits to their national sovereignty, changes in their 
criminal laws and procedures, or data retention practices that a new 
treaty or a revised Budapest convention will require.

Undoubtedly there are benefits from a treaty, including standard-
izing investigatory procedures at an international level, harmoniz-
ing some laws across states, and possibly retarding the growth of 
cybercrime in member states. Apparently a state’s membership in the 
Budapest convention correlates with fewer cyber attacks originat-
ing from its territory than from a demographically comparable non-
member state.30 Possibly joining the convention signaled that the state 
would henceforth be more cybersecurity aware, and the criminals 
consequently relocated their operations to more permissive places.

Nevertheless, the promotion of norms that reduce either the vul-
nerability of users or the incentives for criminals might more eas-
ily produce similar effects on the levels of cybercrimes. !ese norms 
include information sharing and a duty to warn (or inform). !e duty 
to warn or inform becomes increasingly relevant with the growth 
of situations where individuals, organizations, or governments are 
unaware that (1) their information systems are at risk, (2) their data 
have been stolen, or (3) new organizational routines can produce new 
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vulnerabi l it ies. ! is duty has a lready been partia l ly formalized at 
domestic levels by laws mandating notification of securit y breaches. 
It has begun institutional ization at the international level in data-
sharing procedures among Computer Emergency Response Teams 
(CERTs) and regional organizations of states (e.g., NATO). Cloud 
vendors and t ier-1 ISPs, whose operations are not confined to any one 
state, should a lso be subject to such norms and laws, a lthough there 
is no appropriate superv isory authorit y at this t ime. Because of their 
a l ignment with the UN resolution on cybersecurit y, such norms can 
gain widespread acceptance but wil l probably not become ubiquitous 
in practice. Some states and organizations wil l ignore these expecta-
tions due to their imposit ion of processing costs, reputational r isks, 
and disclosures of possible impropriet ies in data col lection. Moreover, 
some old vulnerabi l it ies wi l l persist and new ones wil l be created and 
with them cybercrime. For that reason, a strategy should a lso deter 
cybercrime by promoting passive measures that interfere with cr imi-
nals’ gett ing their payoffs (e.g., block ing the ways that stolen informa-
tion is monetized).

!is approach, which emphasizes prevention over apprehension, 
does not preclude cooperation between members and members of the 
Budapest convention in the investigation of cyber crimes. It recom-
mends that rather than seeking a comprehensive framework for such 
cooperation, arrangements be developed in the context of bilateral 
relations, such as extensions, where needed, of mutual assistance trea-
ties, or on a more informal, ad hoc basis. To that end, states, such as 
the United States, which are zealous in the pursuit of cybercrime will 
need to convince states like Russia and China that such cooperation is 
also in their interest, possibly by seeking cooperation only in cases of 
major criminality (e.g., terrorism) or regarding online activities that 
are unambiguously criminal in the respective jurisdictions (e.g., child 
pornography). Successful instances of cooperation in such cases can 
provide reusable routines and encouragement for more cooperation. 
!us, China’s Minister of Public Security said, after an unprecedented 
operation involving his police and the US FBI closing down a child 
pornography ring: “Although China and the U.S. have different judi-
cial systems and cultural values, the two sides share a common view 
in crime-fighting.” !e Minister then pledged China would continue 
to strengthen its law enforcement cooperation with foreign countries 
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and v igorously fight t ransnat iona l i l lega l act iv it ies ,  especia l ly cr imes 
committed through the Internet.31

Technological Foundations
On the American view, conflict over the development, operations, 
and supply of equipment for the Internet can be minimized if, as 
a rule, decisions are based only on the technological merits of the 
various options and all parties aim for an open and safe Internet, 
without hidden vulnerabilities. !e Chinese government and other 
governments in less developed nations tend to see demands to that 
end as subterfuge for maintaining US technological domination of 
the Internet. It therefore appears sensible for the United States and 
other states that want to keep technological matters in the hands 
of technologists to seek support for that position from the techni-
cal communities in these states. However, several factors may pre-
vent such a strategy from being effective in gaining acceptance for 
a norm of technological independence. First, the technologists in 
developing countries have not yet or are just beginning to work 
with international bodies that have roles in developing cyberspace 
(e.g., Internet Engineering Task Force [IETF]) or assuring its secu-
rity (e.g., International Organization for Standardization [ISO]). 
Second, the technologists in some of these countries might not 
have the freedom to take positions that conflict with their govern-
ments’ views. !ird, the standards bodies, which the United States 
trusts, have not yet worked out standards at the international level 
for cloud and mobile computing and supply chain assurance.32 So 
to ask technologists to support the norm is tantamount to asking 
them to take on faith that such bodies will do the right thing.

A fallback position, then, in the effort to keep development and 
operations in cyberspace free of political interference at national levels 
is for the United States and like-minded nations to articulate princi-
ples that approximate the list below, without expecting or demanding 
that other states will immediately accept them:

•	 States need to recognize the international implications of 
technical decisions made at the national level, and act with 
respect for each other’s networks.
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•	 States should act within their authorit ies to help ensure end-
to-end interoperabi l it y and accessibi l it y to a l l .

•	 States should respect the free flow of information in national 
network configurations, ensuring they do not arbitrar i ly 
interfere with internationally interconnected infrastructures.

•	 States should recognize and act on their responsibility to pro-
tect information infrastructures and secure national systems 
from damage or misuse.

In the meantime steps can be taken to route around countries that 
do not follow such principles; the consequent loss of transit revenues 
or complaints about degraded service might then nudge governments 
in question toward accepting these principles.

A strategic goal with greater priority is winning commitments to 
norms and standards that assure the integrity of the supply chain, since 
that is key for trustworthy ICT. It is important that such expectations 
be shared widely among consumers so that there will be pressure on 
producers to satisfy them. Foreseeable operational norms or standard 
practices would involve third-party certification of production cen-
ters, third-party assurances of hardware and software, a certifica-
tion architecture enabling trusted chains of custody for components, 
“naming and shaming” of insecure producers, and barring their sales 
to government and defense sectors. !ere might initially be a need for 
incentives or government pressure for large corporations on both the 
supply and consumer sides to enter such a system. Ultimately, how-
ever, the spread and strength of these operational norms will depend 
on education of consumers and market mechanisms: perceptions 
of better quality, on one hand, and suspicions of possibly compro-
mised ICT, on the other, can drive the growth of a market segment 
for secure hardware and assured software. !e development of such 
norms is something of a necessity for most states. !e alternative is for 
states to directly control the manufacture of components for military 
and critical infrastructure, as the United States now does to some 
extent and China and Germany are planning to do. But that would be 
too costly for many states, and providing the needed, trusted oversight 
could be beyond their capabilities.
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Public-Private Partnerships
!e UN resolution for cybersecurity, various national strategy papers, 
and even the Russian draft convention for international information 
security expect the private sector to play a significant role in protect-
ing cyberspace. Consequently, there should be support for a campaign 
to encourage states to develop organizational frameworks or at least 
working relations with local and international private companies to 
accommodate this participation. !e acceptance at the operational 
level of such a norm can create a “win-win” situation: !e companies 
frequently have more capabilities and practice in dealing with threats 
in cyberspace but often need authorization from states to act more 
effectively, as demonstrated by the collaborations against Conficker 
and other recent malware pandemics.

!ese collaborations of ISPs, vendor, some governments, and 
researchers reveal the presence of several “invisible norms,” or regular 
practices, based on the willingness of system operators to cooperate 
in keeping their networks clean. Because of Conficker’s extent, the 
collaboration grew to over one hundred top-level domain operators 
and Microsoft in daily touch with ICANN and less frequently with 
governments. !ese partners implemented an extensive strategy of 
prevention, through blocking botnet command and control sites, and 
remediation, through the disinfection of host computers. !is col-
laboration exposed the difficulties of cooperation at the legal/policy 
level compared with the relative ease of cooperation at technical lev-
els. In some countries, there was a need to work around legal hurdles, 
for instance, contractual barriers to take down, anti-trust laws, and 
protection of privacy. Major legal difficulties were avoided because 
the prevention strategy could be implemented locally, through block-
ing at the name (for the C&C) resolution level, and did not require 
any transborder activity. But despite their success, the anti-Conficker 
Cabal and other anti-malware collaborations had an ad hoc character, 
with ICANN and other stakeholders lacking the authority to institu-
tionalize the mechanism.

!e organizational form for the public-private partnerships will 
vary over states. In some European countries, these partnerships are 
well developed for many sectors, and domestic laws to support them 
are in place. In other countries ICT trade groups exist for information 
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sharing, but governments have sometimes lagged in connecting to 
them. In less developed countries, there are few such partnerships. 
National and international organizations, with experience in pub-
l ic and private-sector partnering on economic matters (e.g., the 
Asian-Pacific Economic Cooperation [APEC]) should be encour-
aged to guide and nurture the growth of partnerships in such places. 
However, governments and companies might have different v isions 
and desire different tempos in implementing their partnerships. For 
example, companies l ike Goldman Sachs or Lockheed Martin, which 
operate global ly, wi l l want to harmonize the rules across countries, 
while a government, even if it v iews itsel f as an enabler, wi l l face loca l 
and legacy issues that might keep it from accepting such norms. Also, 
some companies might anticipate that by meeting the standards set 
in their cybersecurit y partnership, they can deflect regulation by the 
government partner in the future. A government agency that suspects 
such a motive might then move cautiously in such a partnership. In 
v iew of these possibi l it ies, perhaps the most states can expect of one 
another—and what can be formulated in a norm—is that they wil l 
seek partnerships with the private sector to assure a c lean and hea lthy 
Internet.

Internet Freedom and a Global Information Society
As noted earlier, Internet freedom or the free, unfettered flow of infor-
mation, is the most contentious issue regarding daily operations of the 
Internet and governments’ positions on the Internet’s administration 
and future. !is is both a human rights and a cyber issue, since the 
rights to information, expression, and association have underpinned 
the use and growth of cyberspace. Yet that growth has led to push-
backs from states whose political and cultural traditions are quite dif-
ferent from those of the liberal democracies where cyberspace first 
developed. While paying lip service to human rights, these states have 
claimed that national security concerns, such as internal social stability 
and terrorist threats, require some restrictions on these rights. In some 
cases these claims are self-serving and protect authoritarian regimes. 
In others, they can be partly justified by evidence of ethnic violence 
or insurgency. In any case, in response to the cyber fueled upheavals 
in the Middle East, states have increased their restrictions on Internet 
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and socia l media use. More than for t y countr ies a re now involved in 
developing second- and third-generat ion fi lter ing techniques.

!ese c i rcumstances wi l l  thwar t the effor t by the United States 
and l ike-minded l ibera l democracies to ga in genera l acceptance of 
Internet f reedom as a cyber norm. !e effor t can be seen as d iv isive. 
It can a lso be subject to the cr it ic ism that the f ree flow of informa-
t ion is no longer, i f  it  ever was, an essent ia l dr iver for development 
of the Internet, especia l ly now that the economic and socia l uses 
of the Internet ec l ipse the pol it ica l ones. Cr it ics can a lso at tack the 
American commitment to openness of informat ion as hypocr it ica l :  
they can note the readiness of the US Congress to mandate block ing 
access to cer ta in hosts for commercia l reasons (copyr ight protect ion), 
much l ike China and other states block access to sites for pol it ica l 
reasons, and the quest ionable t reatment of the American sold ier who 
downloaded c lassified mater ia l to Wik iLeaks.

!e bleak prospects for a globa l norm should not stop a group of 
l ike-minded states f rom adopt ing norms of openness and unfet tered 
informat ion flows. However, a more f ru it fu l long-term discussion 
would concern the l imits to onl ine d issent and disrupt ion, because 
even the most l ibera l states have secrets,  resources, and operat ions to 
protect.  !e norm that might emerge f rom such discussions would 
a lmost cer ta in ly a l low for d ifferent and situat ion-specific standards of 
f ree information flows and thereby reduce some of the f r ict ion regard-
ing Internet freedom.

Conclusions
!e establishment of norms of behavior for international cyberspace 
quintessentially fits what international relations theorist Arnold 
Wolfers called a “milieu goal.” By that he meant situations, patterns, 
or regularities whose attainment would enable a state to maintain its 
position in an international system or more easily obtain more tan-
gible assets, which Wolfers called “possession goals.”33 Because states 
are interconnected and interdependent in cyberspace, on one hand, 
and threat capabilities have proliferated rapidly, on the other, an opti-
mal milieu pertains when all states accept the same norms and these 
tend to conflict avoidance and non-interference. For that reason, state 
officials who believe that the acceptance of norms by states can help 
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secure their state’s cyber activ it ies should promote only a smal l num-
ber whose acceptabi l it y has a lready been signaled by key actors. !e 
rev iew of candidate norms identified five meeting these cr iter ia:

•	 States should dist inguish between disruptive and damaging 
cyber attacks and eva luate a damaging attack on the basis of 
its scope, duration, and letha l it y.

•	 States have a duty to assist other states that have suffered a 
major cyber attack or disaster, and a lso have a duty to inform 
others of new threats in cyberspace.

•	 States should cooperate in the certification of ICT supply chains.
•	 States whose territories or citizens are involved in transbor-

der cyber activities that are unambiguously criminal in their 
states should cooperate in the investigation of these crimes 
and the apprehension of their perpetrators.

•	 States should enable the formation of public-private partner-
ships for cybersecurity, which include both local and interna-
tional ICT companies operating in their territories.

!ese potential norms can win widespread support for two reasons. 
First, with the exception of cooperation in criminal investigations, 
they are directed toward reducing vulnerability and confrontation 
rather than in suppressing threat actors. In some sense then, they 
demand less action from the state actor, but if all states behave accord-
ing to these norms, there will be significant reduction in threats and 
conflicts. Second, these norms are more concerned with maintain-
ing cyberspace for all states rather than satisfying particular parties’ 
agendas. Put another way, they are status quo oriented. !ey respond 
to that vision of the Internet as a network whose value grows with the 
number of its users and thus to an expanding positive sum or classic 
cooperative game. !ere is, of course, a concurrent competitive game 
being played between states over this same game board, with rewards, 
such as status and power, that lie beyond it. For that reason, cyber-
security strategies need the additional components of technological 
transformation and “reasonable deterrence.”
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