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Abstract

Guidelines, directives, and policy statements are usually presented in “linear” text form — word
after word, page after page. However necessary, this practice impedes full understanding, obscures
feedback dynamics, hides mutual dependencies and cascading effects and the like, -- even when
augmented with tables and diagrams. The net result is often a checklist response as an end in itself.
All this creates barriers to intended realization of guidelines and undermines potential
effectiveness. We present a solution strategy using text as “data”, transforming text into a
structured model, and generate a network views of the text(s), that we then can use for vulnerability
mapping, risk assessments and control point analysis. We apply this approach using two NIST
reports on cybersecurity of smart grid, more than 600 pages of text. Here we provide a synopsis of
approach, methods, and tools. (Elsewhere we consider (a) system-wide level, (b) aviation e-
landscape, (c) electric vehicles, and (d) SCADA for smart grid).
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Analytics for Smart Grid Cybersecurity

1 The Challenge

As a general practice, guidelines, directives and policy documents are presented in text form, page-
by-page and word-by-word — supported with figures, diagrams and tables as needed. Rooted in the
legal tradition, this practice reinforces a linear logic, where sequence dominates, and the focus is
on compliance, step by step. Invariably this situation supports a checklist approach to meeting
requirements. By definition text undermines any attention to feedback, delays, interconnections,
cascading effects, indirect impacts and the like — all embedded deep into the idiom or structure of
the textual form. The text-form may be necessary, but it is not sufficient. In fact, it may create
barriers to understanding, obscure the full nature of directives, and generate less than optimal results
— all of which impede the pursuit of effective outcomes. Table 1 outlines the opportunity costs of
cybersecurity guidelines.

2 The Strategy

Focusing on the salience of cybersecurity in both private and public sectors, we draw on major
reports presented by the National Institute for Standards and Technology (NIST) in its efforts to
improve cybersecurity by providing analyses system state, risk assessments, probability metrics, all
with detailed annotations to help guide the user community.

This material is rich in content, based on considerable collective knowledge, and subjected to a
careful scrutiny and evaluation. While some efforts [1-4] have already been made to mine NIST
materials, few exploit [5-8] the value of multi-analysis for knowledge mining and analytical tools
to support user understanding, analysis, and eventually action. [5-6] visualizes the information on
smart grid conceptual model provided in [9]. [7] analyses the dependencies within the same
conceptual model and then restructures the later. [8] provides a filtered view of the conceptual
model for electric vehicle.

This paper presents a comprehensive solution strategy to overcome the limitations of the text
based view of guidelines and directives, as outlined in Table 1. The strategy consists of deploying
analytical tools to formal text for the purpose of capturing as much of the features and intents of
policies, guidelines, and directives as possible. Table 2 provides a research summary with
implementation details provided in the next section.



Table 1: Incidence-view (binary) by cell in DSM for Rules in Tallinn Manual 2.0

Policy guidelines and directives are routinely transmitted in text form.

¢ Difficult to aggregate and integrate or understand the policy-technology complexities.
* Useris passive reader and tends to focus only on meeting checklist.
* Evenlow hanging fruit may not be obvious.

Considerable knowledge is generated in the process of establishing guidelines.

¢ Text form contains critical information not available simply by reading.
¢ Text impedes locating interactions, feedback, specialized views, etc..
* Knowledge of key cybersecurity factors is “lost”.

Loss of embedded knowledge creates major opportunity costs.

* ltis lost to managers, security experts, and policy analysts who deal with text-form.
* ltis lost to all others seeking to increase cybersecurity and reduce risk.
* This loss can undermine the effectiveness of guidelines etc.

Table 1 Research Summary

Starting Situation

+ NISTIR-7628 Guidelines for Smart Grid Cybersecurity,is a 3-volume The Challenge

detailed technical documentthatspans over 600 pages. . .
Retrieve and examine the

* The information provided is all text and such information is scattered all knowledge embedded in the
over the document. text and, as needed, capture its
+ Refers to many other NIST cybersecurity related documents. utility.
Goal
« Developmentofa computational tools and datasets for integration and Solution Methodology

analysis of multiple sources of information.
4-step method that enables full-

* Robustmodelling for cross-echelon analysis of cyberattack environment. use of knowledge assets
- Design of user interfaces for easy and directed access to empirical data embedded in guidelines &
and analysis that supports decision-making in operational environments. directives.

Research Results

+ Creation of Design Structure Matrix for the understanding the system So What?

(Smart Grid) architecture. ) )
. . . ) Use the linked dataset; analysis
» Creation of linked-data ofthe information extracted from NISTIR-7628 and methodology and tools for

NIST Cybersecurity Framework on cybersecurity guidance. assessment& managementof
+ Toolsthat allow users to analyse and display the information selected. system and operational risks.




3 The Implementation

Almost everyone recognizes salience of cybersecurity as a fundamental requisite for socio-
economic and polity stability and wellbeing. Reports of serious breaches of established practice in
terms of unauthorized access, damages to data and systems, deployment of malware, outright theft,
invasion of privacy and a host of rapidly growing disruptions -- to note some of the most recurrent
themes — all of which have created a vocabulary that expands day by day. This study focuses on
key NIST reports on cybersecurity for smart grid, a ubiquitous feature of power systems.

There is little need for introduction of NIST, the premier standard setting entity in the nation
and often for the international community as a whole. In this study, we go beyond appreciating the
contributions of NIST to viewing reports as a source of new knowledge, a basis for identifying risk,
valuating alternative courses of action, and facilitating prioritization in the deployment of corrective
measures.

Here we illustrate our approach with the use of two key documents from the overall NIST
ecosystem—NISTIR-7628: Guidelines for Smart Grid Cybersecurity [9], and (ii)) NIST
Cybersecurity Framework [10] —all totaling more than 600 pages. We use the NISTIR-7628
Guidelines as the basis and augment our investigations with the Framework. We consider these as
distinctive generic meta-representations of system-state and risk assessments. Rather than evoking
the “one size fits all” idiom, NIST highlights the necessary as well as the sufficient.

Table 2 Pragmatics for Cybersecurity and Risk Management.

Create Linked Data
for Structured
A Model of SmartGird

Identify essential system elements
designed to fulfil intended functions of a
Smart Grid and create a linked database.

Sources: NISTIR 7628 - Guidelines for Smart Grid
Cybersecurity; and NIST Cybersecurity
Framework.

Tools: Relational Database.

Construct Design
Structure Matrix &
B Exploratory Tools

Use linked data base to build Design
Structure Matrix (DSM) of essential
elements of Smart Grid (actors, domains,
etc. per NIST frame).

Source: Relational Database created in step (A)
above.

Tools: Excel for DSMs; Tableau forexploratory tool;
Protégé for Hypertext views.

Generate system-
wide Network View

Create network view from DSM model to
examine dependencies among system
elements, control points, salience of
edges, & implications system-wide
implications of guidelines.

Source: Relational Database created in steps (A)
and (B) above.

Tools: Gephifor creating network visualizations.

Identify Enterprise
Risks &
D Assessments

Utilize exploratory tools, databases and
network views to situate vulnerabilities of
system elements and analyse system-
wide impacts on the smart grid using
network views.

Additional Sources: NIST National Vulnerability
Database; NIST Common Vulnerability Scoring
System.

Tools: DSMs (Excel); Exploratory Tools (Tableau) ;
Hypertext (Protégé) and Network visualizations (Gephi).




Simply put, the first step is to transform the basic text (NISTIR 7628: Guidelines for Smart Grid
Cybersecurity) into a structured model, a design structure matrix, of the entire system in question.
Overall approach is presented in Table 3 for enabling full-use of knowledge assets embedded in
guidelines & directives.

Figure 1 shows the NIST logical reference model of Smart Grid. Figure shows the actors, the
domains and interfaces between them, albeit as a “spaghetti plate”. (Color represents the Smart Grid
sub-domain). The key elements are:

e Actor “...is a device, computer system, software program, or the individual or organization
that participates in the smart grid”’[9].

e Domains encompass smart grid conceptual roles and services

e Logical Interfaces connect any two actors.
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Figure 1. Smart Grid Logical Reference Model.
Source: NISTIR-7628 [6]



Using the NIST “reference” model from NISTIR 7628 [9], as an entry point, the critical data
are extracted from the NIST tables that define the elements of the reference model (Figure 3). The
actors and logical interfaces identified in Figure 2 are converted into a Dependency Structure
Matrix (DSM). First proposed by Steward [11], DSM is a matrix-based information exchange tool
for representation of interactions between the elements or activities of a decomposed system [12].

The full DSM matrix is shown in Figure 2 at a high level of abstraction. The DSM depicts
actors listed on the rows and columns in the order numbered in the “reference” model. Entries in
the cell correspond to logical interfaces signaled in Figure 2. We can “dig in deeper” or to focus on

some segment(s). Traditional exploratory tools allow us to examine parts and pieces of the DSM as
done in [8].
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Figure 2 Design structure matrix of NIST Smart Grid “reference” model.

4 Network Views

With the foundations in place the next step is to create the network view of the smart grid. A
combination of graph theory and its underlying tools [13-14] help transform the DSM into a very
informative and valuable network view. Figure 3 shows the network view of NIST information



flows based on the DSM. The network view and the DSM, based on exactly the same data differ
considerably in explanatory value.
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Figure 3 Alternate view of NIST Smart Grid “reference” model.

5 What Have We Gained?

The network view (Figure 3), is built on the DSM (Figure 2), which is derived from information in
a text on guidelines and directives for cybersecurity— in this case focusing for Smart Grid — and
highlighted in Figure 1 Based on centrality criteria [14-15], Figure 3 can then be used to locate
nodes central to the Smart Grid, identify vulnerability points or pathways, and explore a range of
“what ...if....” contingencies.

Here we presented a snapshot of our purpose, as well as methods and tools to capture “full
value” embedded in guidelines and directives for cybersecurity and sustainability. Our approach is
generic, and can be customized to specific enterprise, operation, mission or other — text permitting.
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